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INDUSTRIAL REVOLUTION

EVOLUTION OF BUSINESS e
@ TODAY

1969

INDUSTRY 4.0
Cyber Physical Systems,
INDUSTRY 3.0 internet of things, networks

Automation, computers

INDUSTRY 2.0 and electronics

Mass production,

INDUSTRY 1.0 assembly line, electrical

Mechanization, steam energy

l 1870




DATA- THE NEW OIL

Digital Disruption

Social is Sophisticated Cloud Data Rise of
Business Customers Explosion Mobility

2014 51% go‘:y Created
of workloads 2 ;:Is.tth.l?nvtt;?s-

Stop doing
business

Will pay
more for

great
experience

Post negative
comments

“Engage me
everywhere.”

“Meet my
expectations.”

*Know me.
Wow me.”

*Understand
and reward me.”

in the cloud

2020 1/3

of all data
in the cloud

87%

of organizations
using public
cloud

Growth
S0X /%020
2012

9 Billion

Internet Devices

2020

50 Billion

internet Devices

50.3%

of ecommerce
traffic coming
from mobile

78%

Mobile Data
Growth




DIGITAL DISRUPTION IN BUSINESSES

Technologies connected

Internet together for providing
qr solutions to growing
Things Augmented societal challenges and

Reality enabling business growth

Svstem
Integration

The
Connected

Industry Additive
Manufacturing

Simulation




BIG DATA ANALYTICS

Business Big data

Cost
Intelligence visualization reduction

BIG DATA

- ANALYTICS
° ° t P
Big Data Analytics bettey New
. ( decision products
services ' 3 making & services

Database
management




INTELLIGENT AUTOMATION

Customer Service

Supply Chain

Accountin
Management g

—
Gl

Human Resources Financial Services

Healthcare &




INTERNET OF THINGS
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BLOCKCHAIN ADOPTION

Cross Border Know Your Customer (KYC) &

Payments - Anti-Monev Launderina (AML) Fraud Reduction &
Remittances * 9 Risk Management
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Trade
Finance Open Banking Assest Registry
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Financial Regulatory Compliance Crowd Digital Identity Verification Smart Loyalty Programs
& Audits Funding




CRYPTO CURRENCIES




DRIVERLESS VEHICLES




ROBOT DOCTORS & ROBOTIC SURGERY
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ROBO ADVISORS- FINANCIAL SERVICES

Overall Assets Under Management (AUM) by Robo

) ) " Top 5 Global Robo-Advisors by Assets Under Management (AUM)
Advisors ( in USD Billion)

1,600 1,486

Robo-Advisor AUM (UsSD Billion) No of Individual
Clients

1,400
i Vanguard Personal 206.6 1.1 mill
1 Advisor Services
1,000 .
§ Schwab Intelligent 65.8 262 K
= 80 730 Portfolios
W
= 600 Betterment 26.8 615 K
426
400
I Wealth front 21.4 307 K
200
0 Personal Capital 16.1 26 k
2018 2019 Advisors

Source: Forbes

Source: Statista @ !




ROBO ADVISORS

TARGET ENTERPRISE

SUCCESS SOLUTION PRODUCT BUSINESS
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GOALS  ENTERPRISE BRANDING  ADVERTISING

BUSINESS MARKETING

RO [T

PRODUCT  GROWTH Z PRODUCT  E-COMMERCE

MOTIVATION R EDUCATION

MANAGEMENT VISION

MOBILE SOCIAL
TEAMWORK SYNERGY PHONE MEDIA SUPPORT  DEVELOPMENT

A ONLNE INTERNET
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AUGMENTED REALITY




INDUSTRY EXPECTATIONS FROM AUDITORS

Become more diversified

61%

Become more proactive

:skills

Become more diversified:
activities

Communication

with as a function | in providing
stakeholders

51% 50%

Be able to match
the sophistication/
complexity of the
audit targets

55%

value in
audits

49%

*® 41%

n\" "

Become a more
strategic business
partner

in providing | in providing
insights quality
audits

44% | 44%

Communication

Become more data
and anaytics driven

38%

Technology Critical thinking/
skills judgment

Hands on
experience with
industry-specific
investigative
financial
(fraud/forensic
skills

34%

(y Understanding/

3 5 (#] command of
operational
requirements

Understand
global markets

30%

Ability to work
efficiently

Understand
command of
data analytics

39%

Ability to work
across silos




CYBER PANDEMIC

d2CNBC

=  MARKETS BUSINESS INVESTING TECH POLITICS CNBCTV WATCHLIST PROA

- . . KEY * UAE cyber chief wams Middle East region is facing a “cyber pandemic” as hackers
Mlddle.EaSt facmg cybt.ar pandemlc POINTS take acvantage of Covic-related digital adoption.

as Covid exposes security
vulnerabilities, cyber chief says

PUBLISHED SUN, DEC 6 2020.11:21 AM EST

¥ The UAE has seen & 250% increase in cyberattacks this year, with phishing and

. : ransomware incidents increasing in frequency.
Four of five organisations in UAE faced

at least one ‘cyber attack’in 2019 —
study

Over 100,000 cyber-attacks foiled in UAE last month, says TRA

A study by Cybersecurity Ventures predicts report
Cybercrimes will cost the world $6 trillion a year

by 2021.




REGULATORY FRAMEWORK IN UAE

UAE Cyber < UAE Data
UAE CVBLE:\ZECUR'TV Securlty Law UAECYBE:V?’ECURITY Protection Law
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UAE CYBER LAW

Federal Law No. 2/2015 On Commercial Companies

UAE Law on Combating Cybercrimes - Federal Decree Law No. 5/2012 on Combating Cybercrimes (the
“Cyber Crimes Law”) VICARIOUS LIABILITY

A strict liability on employers (e.g. Company; Managers;
Supervisors) for the wrongdoings of their employees.
Employer will be held liable for any wrong-doing committed
while an employee is conducting their duties in the course of
their employment

Imposes a number of duties on directors and
managers of companies, which include duties to Judge’s discretion
exercise reasonable care and act in the best
interests of the company.

Legal & Regulatory
Clause




DIFC DATA PROTECTION LAW : SAMPLE PENALTIES FOR NON-COMPLIANCE

Contravention Maximum Fine (USD)

Failing to comply with the requirements specified under Article 29 of the Law made for the $75,000
purpose of this Law ’
Failing to comply with the requirements specified under Article 30 of the Law made for the $75,000
purpose of this Law ’
Failing to comply with the requirements specified under Article 31 of the Law made for the $75,000
purpose of this Law ’
Failing to comply with the requirements specified under Article 32(3) of the Law made for the $75.000
purpose of this Law ’
Failing to comply with the requirements specified under Article 33 of the Law made for the $100,000
purpose of this Law ’
Failing to comply with the requirements specified under Article 34 of the Law made for the $100,000
purpose of this Law ’




INTERNAL AUDITORS SCOPE FOR TECHNOLOGY RISK MITIGATION

Business Systems & Application IT Strategy Aligned with Business Strategy

Controls
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Cloud Security & Network IT Governance, Policies & Procedures

Penetration Testing

Al, ML & RPA Audits Third Party Risk Management
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IT Operations & Cyber Security
Controls

Data Protection & Data |
Analytics

‘I
301

Disaster Recovery & Business

Human Resources & Security Continuity

@

&




AUDIT FRAMEWORKS FOR Al |ML|RPA
Control Objectives for Information and Related Technologies (COBIT)
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Plan and
Organise

Monitorand | 2|  Acquire and
: Implement

Deliver and
Support

My, -
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AUDIT FRAMEWORKS FOR Al | ML|RPA

ISO 27001

CONTROLS

1. Information Security Policies 8. Operations Security

ORGANIZATIONAL
IMPROVEMENT o o CONTEXT

PERFORMANCE o o ccope 2. Organization of Information Security 9. Communications Security
3. Human Resource Security 10. System Acquisition and Maintenance
4. Asset Management 11. Supplier Relationships
OPERATIONS 0 9 sl | 5. Access Control 12. Security Incident Management
6. Cryptography 13. Business Continuity Management

e o o A 7. Physical and Environmental Security 14, Compliance




AUDIT FRAMEWORKS FOR Al | ML|RPA

Project Implementation and
Assurance

Al, ML, RPA Processes & Controls
Reviews

Vulnerability Assessment & Network
Penetration Tests Configuration
management tests

Cloud Security configuration test

Web/ mobile application test

National Institute of Standards and Technology (NIST)

NIST Cyber Security Framework

Asset Management

Business
Environment

Governance

Risk Assessment

Risk Management
Strategy

Access Control

Awareness and
Training

Data Security

Info Protection
Processes and
Procedures

Maintenance

Pratective

Technology

Identify Detect

Anomalies and
Events

Security Continuous
Maonitaring

Detection Processes

Recover

Recovery Planning

Improvements

Communications




FINTECH AUDIT SCOPE

Payments processing, card developers,
and subscription billing software tools

Tools to manage bills and track
personal and/or credit accounts

Audit, risk, and regulatory
compliance software

Companies leveraging blockchain
technologies for financial services

Marketplace lending and alternative
underwriting platforms

PAYMENTS/ INSURANCE

BILLING
CAPITAL
PERSONAL
FINANCE MARKETS
WEALTH
REGTECH MANAGEMENT
' b ' MONEY
BLOCKCHAIN/ == L V% — ANSFER/
CRYPTO (e \ =(5) R T ANCES
@ MORTGAGE/
LENDING s

REAL ESTATE

SOURCE: CBS INSIGHTS

Companies selling insurance digitally or providing
data analytics and software for (re)insurers

Sales & trading, analysis, and infrastructure
tools for financial institutions

Investment and wealth management
platforms and analytics tools

International money transfer
and tracking software

Mortgage lending, digitization,
and financing platforms

DRIV CRON AMA FAMCINCUTIAL



CHALLENGES IN AUDITING ARTIFICIAL INTELLIGENCE

Lack of explicit
Al auditing
guidance &

Learning curve

Immature
framework of
regulations
specific to IA

Emerging
nature of Al
technology

Al Auditor

Supplier risk
created by Al
outsourcing to
third parties

Limited
precedents for
Al use cases

Challenges

Wide variance
among Al
systems and
solutions

Uncertain
definitions and
taxonomies of

Al




KEYS TO SUCCESSFUL Al AUDITING

[I[I[Iﬂ[l[l Adopt and adapt existing
frameworks and regulations

O
Focus on controls and
O governance and not algorithms

iﬁk Become informed about Al

design and architecture to set
proper scope

Proactively Involve, explain &
communicate with
stakeholders on Al

\

Be informed about Al design

Z and engage specialist

Document architectural

y@ practice for cross-team
transparency




AUDITING WITH ARTIFICIAL INTELLIGENCE

| B = A B -
(-
Clause Clause GDPR risk  Named identity
IIL extraction classification scoring extraction 6 M%Taagcce)?ﬂment
Documents ﬁ -
-\’ 3¢ Search
E A Index
_ Key phrase Language Automatic -
extraction detection translation Word plug-in
Ingest a Enrich @ Explore

Goals & Documents Research & Results Business Outcome

Microsoft Docs




Al IN CYBERSECURITY

Boundary-less enterprize

One-size-fits-all
security technology

Regulatory
compliance

Cost Speed of
pressure technology
adoption

Social engineering
attack

Lack of skilled
professionals

Data across
defined boundaries

Source: Wipro

Al IN CYBERSECURITY

NETWORK SECURE
SECURITY AUTHENTICATION

BEHAVIOURAL
ANALYTICS

PREVENTING
ONLINE FRAUDS

PHISHING
DETECTION

FASTER
DETECTION

Source: analyticssteps.com




AUDITING A BOT (RPA)

Walkthrough



BLOCKCHAIN AUDIT
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PROCESS MINING IN INTERNAL AUDIT
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THE FUTURE OF INTERNAL AUDIT

Next-Generation Internal Audit

Maching
Learning (ML)
Artificial
Intel ligence [Ad)
Process
Mining

Robotic Process
Automation [RPA) Ennl:IIn,l

Technology o E-nnrnm
Advanced

Analytics —
Lu
Methodology

Continuous Dynamic Rlsk
Maonitoring Assesament

High- impact Aglle Audit
Reporting Appraach




Audit in 2030 - Future of Audit




THANK YOU!

Dr Anuraag Guglaani
anuraag.guglaani@uhy-ae.com

+971 55 5169 892
@ Linkedin.com/in/anuraagguglaani
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